Method for CrowdStrike recovery on SSA workstation/laptop without needing LAPS password:

This process requires end user action and the assistance from a second user who will obtain a recovery key.  The second user does not require elevated privileges.
It can be executed with a VPN user, but if multiple users at an office are affected, it may be faster to work them through the process near simultaneously.
1. Power off the laptop and restart it at the BSOD 3 or more times until the Recovery Menu is presented.  (should be a blue background that says "Choose an option”):
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2. Choose option "Troubleshoot-> Advanced-> Command Prompt
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3. The screen "Enter the recovery key to get going again" should be displayed along with the BitLocker recovery key id.  Important Note: This screen may timeout if there is no activity for 1 minute.
[image: ]
4.  Admin or a second user is required.  Someone with SSA network access needs to go to the SSA Drive Encryption Self Service MNE/BitLocker recovery page: https://dissao-fde.ba.ad.ssa.gov/MNE_AdminRecovery.aspx.  
· They will need to enter the KeyID displayed on the recovery screen into the "Recovery key ID:" field in the self service portal.  
· Then enter a recovery reason and click "Get Recovery Code".  Note: Detailed instructions on how to do a BitLocker Recovery can be found in the MNE-BitLocker - User's Guide 
5.  Communicate the recovery code back to the user and have them enter it in on the BitLocker recovery screen and click continue.


6.  If successful, a Windows recovery command prompt will be displayed.
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7.  At the Windows recovery command prompt, enter the following command and hit enter:
del C:\WINDOWS\system32\drivers\crowdstrike\C-00000291*.sys
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8.  Enter "exit" at the command prompt and hit enter.

9.  Then choose "Continue" from the "Choose the option" screen.
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10.  System should boot up normally.  
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Troubleshoot

Reset your PC or see advanced options
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Enter the recovery key to get going again (Keyboard Layout: US)

Recovery Key ID {to identify your key):

Here's how to find your key:

d
- Sign inon another device and go to: https://dissaqffdms“.
_ For more information go to: akams/recoverykeyfad
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